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Abstract

The fading broadcast channel with confidential messages (BCC) is investigated,
where a source node has common information for two receivers (receivers 1 and 2), and
has confidential information intended only for receiver 1. The confidential information
needs to be kept as secret as possible from receiver 2. The broadcast channel from the
source node to receivers 1 and 2 is corrupted by multiplicative fading gain coefficients
in addition to additive Gaussian noise terms. The channel state information (CSI) is
assumed to be known at both the transmitter and the receivers. The parallel BCC
with independent subchannels is first studied, which serves as an information-theoretic
model for the fading BCC. The secrecy capacity region of the parallel BCC is estab-
lished. This result is then specialized to give the secrecy capacity region of the parallel
BCC with degraded subchannels. The secrecy capacity region is then established for
the parallel Gaussian BCC, and the optimal source power allocations that achieve the
boundary of the secrecy capacity region are derived. In particular, the secrecy capacity
region is established for the basic Gaussian BCC. The secrecy capacity results are then
applied to study the fading BCC. The ergodic performance is first studied. The ergodic
secrecy capacity region and the optimal power allocations that achieve the boundary
of this region are derived. The outage performance is then studied, where a long term
power constraint is assumed. The power allocation is derived that minimizes the out-
age probability where either the target rate of the common message or the target rate
of the confidential message is not achieved. The power allocation is also derived that
minimizes the outage probability where the target rate of the confidential message is
not achieved subject to the constraint that the target rate of the common message

must be achieved for all channel states.
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1 Introduction

Wireless communication has a broadcast nature, where security issues are captured by a basic
wire-tap channel introduced by Wyner in [1]. In this model, a source node wishes to transmit
confidential information to a destination node and wishes to keep a wire-tapper as ignorant
of this information as possible. The performance measure of interest is the secrecy capacity,
which is the largest reliable communication rate from the source node to the destination
node with the wire-tapper obtaining no information. The secrecy capacity was given in [1]
for the discrete memoryless wire-tap channel and in [2] for the Gaussian wire-tap channel.
The wire-tap channel was considered recently for the fading and multiple antenna channels
in [3,4]. A more general model of the wire-tap channel was studied by Csiszar and Korner
in [5], where the source node also has a common message for both receivers in addition to the
confidential message for only one receiver. This channel is regarded as the broadcast channel
with confidential messages (BCC). The capacity-equivocation region and the secrecy capacity
region of the BCC were characterized in [5]. The BCC was further studied recently in [6],
where the source node transmits two confidential message sets for two receivers, respectively,

in addition to the common message for both receivers.

In this paper, we investigate the fading BCC, which is based on the BCC studied in [5]
with the channels from the source node to receivers 1 and 2 corrupted by multiplicative
fading gain coefficients in addition to additive Gaussian noise terms. The fading BCC model
captures the basic time-varying property of wireless channels, and hence understanding this
channel plays an important role in solving security issues in wireless applications. For the
fading BCC, we assume that the fading gain coefficients are stationary and ergodic over
time. We further assume that the channel state information (CSI) is known at both the
transmitter and the receivers. The CSI at the source node can be realized by a reliable
feedback from the two receivers, who are supposed to receive information from the source

node.

The fading BCC we study in this paper relates to or generalizes a few channels that have
been previously studied in the literature. Compared to the fading broadcast channel that
was studied in [7-11], the fading BCC requires an additional secrecy constraint that the

confidential information for one receiver must be perfectly secret from the other receiver.



Compared to the fading wire-tap channel studied in [12] (the conference version of this
paper), [13] and [14] (full CSI case), the fading BCC we study in this paper assumes that the
source node has a common message for both receivers in addition to the confidential message
for receiver 1. Hence the fading BCC includes the fading wire-tap channel as a special case.
The fading BCC also includes the parallel Gaussian wire-tap channel studied in [15] (the
case where wire-tappers cooperate) as a special case for the same reason as above and also

because a power constraint is assumed for each subchannel in [15].

Before studying the fading BCC, we first study a more general model of the parallel BCC
with L independent subchannels, where the source node communicates with receivers 1 and
2 over L parallel links. This model serves as a general information-theoretic model that
includes the fading BCC as a special case. We establish the secrecy capacity region of the
parallel BCC. In particular, we provide a converse proof to show that independent input
distribution for each subchannel is optimal to achieve the secrecy capacity region. This fact
does not follow directly from the single letter characterization of the secrecy capacity region
of the BCC given in [5]. The secrecy capacity region of the parallel BCC further gives the
secrecy capacity region of the parallel BCC with degraded subchannels.

We further study the parallel Gaussian BCC, which is an example parallel BCC with
degraded subchannels. We show that the secrecy capacity region of the parallel Gaussian
BCC is a union over the rate regions achieved by all source power allocations (among the
parallel subchannels). Moreover, we derive the optimal power allocations that achieve the
boundary of the secrecy capacity region and hence completely characterize this region. The
secrecy capacity region of the parallel Gaussian BCC also establishes the secrecy capacity
region for the basic Gaussian BCC. This result complements the secrecy capacity region of

the discrete memoryless BCC given by Csiszar and Korner in [5].

We then apply our results to investigate the fading BCC. We first study the ergodic per-
formance, where no delay constraints on message transmission are assumed and the secrecy
capacity region is averaged over all channel states. Now the fading BCC can be viewed as
the parallel Gaussian BCC with each fading state corresponding to one subchannel. Thus,
the secrecy capacity region of the parallel Gaussian BCC applies to the fading BCC. In

particular, since the source node knows the CSI, it can dynamically change its transmission



power with channel state realization to achieve the best performance. We obtain the optimal

power allocations that achieve the boundary of the secrecy capacity region for the fading

BCC.

We further study the outage performance of the fading BCC, where messages must be
transmitted over a certain time (one block) to satisfy the delay constraint. We adopts the
block fading model, where the fading coefficients remain constant over one block and change
to another realization in the next block. The block length is assumed to be large enough to
guarantee decoding in one block. We assume the power constraint at the source node applies
over many blocks (i.e., it is a long term power constraint as in [16]). As in the analysis of
the ergodic performance, we assume that the CSI is known both at the transmitter and at
the receivers, and hence the source node can allocate its transmission power to achieve the
best outage performance. We first obtain the power allocation that minimizes the outage
probability where either the target rate of the common message or the target rate of the
confidential message is not achieved. We then obtain the power allocation that minimizes
the outage probability where the target rate of the confidential message is not achieved
subject to the constraint that the target rate of the common message must be achieved for

all channel states.

In this paper, we use X ) to indicate a group of variables (X1, Xs,..., X1), and use Xﬁ’L]
to indicate a group of vectors (X7, X, ..., X}), where X" indicates the vector (X1, Xja, ..., Xin)-
Throughout the paper, the logarithmic function is to the base 2.

The paper is organized as follows. We first study the parallel BCC with independent
subchannels, and its special case of the parallel BCC with degraded subchannels. We next
study the parallel Gaussian BCC. We then study the ergodic and outage performances of the
fading BCC and demonstrate our results with numerical examples. We conclude the paper

with a few remarks.

We note that the wire-tap channel has also been studied in the work [17-27] and references
therein. The topic of common randomness and secret key capacity in communication systems
has been studied in [28-30]. Such communication system may be viewed as a wire-tap
channel with side information (which might be common randomness, i.e., a key at a certain

rate). Other related work on this topic can be found in [31-39] and references therein. We



also remark that the secrecy rate/capacity has also been studied for the multiple access

channel [40-43] the relay channel in [44], and the interference channel in [6].

2 Parallel BCCs

2.1 Channel Model

We consider the parallel BCC with L independent subchannels (see Fig. 1), where there are
one source node and two receivers. Each subchannel is assumed to be a general broadcast
channel from the source node to the two receivers. As in the BCC, the source node wants
to transmit common information to both receivers and confidential information to receiver
1. Moreover, the source node wishes to keep the confidential information to be as secret as

possible from receiver 2.

More formally, the parallel BCC consists of L finite input alphabets &[; 1}, and 2L finite
output alphabets )i 1) and Zj; ). The transition probability distribution is given by

L
Py 2pmlen o) = [ [y 2le) (1)
=1

where r; € X, yy € YV, and 2z, € Z forl=1,..., L.

If the parallel BCC has only one subchannel, i.e.; L. = 1, this channel becomes the BCC
studied in [5]. Moreover, each subchannel is assumed to be a general broadcast channel as

in [5] and is not necessarily degraded as assumed in [1].
A (Q"RO, 2”R1,n) code consists of the following:

e Two message sets: Wy = {1,2,...,2"%0} and W, = {1,2,...,2"%} with the
messages Wy and Wy uniformly distributed over the sets W, and W, respectively;

e One (stochastic) encoder at the source node that maps each message pair (wg, w;) €
(Wo, Wh) to a codeword f; 1 ;

e Two decoders: one at receiver 1 that maps a received sequence yﬁ 1) to a message
pair (w(()l), wy) € (Wh, Wh); the other at receiver 2 that maps a received sequence

z}1 1) to a message w((f) € Wo.
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Figure 1: Parallel BCC

The secrecy level of the confidential message W, achieved at receiver 2 is measured by the
equivocation rate defined as follows:

1
4 <W1
n

Zh)- @)

The higher the equivocation rate, the less information that receiver 2 obtains about the

confidential message W.

The probability of error when the message pair (wg, w;) is sent is defined as
P.(wg,w,) = Pr {(wg”,wl) # (wp, wy) or wff) =+ wo} (3)

and the average probability of error is

onRgy 9nRj

1
Pe= oo 2 D Peluwo, w). (4)
w():l w1:1
A rate-equivocation triple (Ry, Ry, R.) is achievable if there exists a sequence of (2”30, onf n)
codes with the average probability of error P. — 0 as n goes to infinity and with the equiv-

ocation rate R, satisfying

1
R, < lim —~H (W1

n—oo M

Zh)- (5)

In this paper, we focus on the case in which perfect secrecy is achieved, i.e., receiver 2 does
not obtain any information about the message W;. This happens if R, = R;. In this case,

we define the secrecy capacity region in the following.



Definition 1. The secrecy capacity region Cy is defined to be the set that includes all (R, Ry)
such that (Ry, R1, R. = Ry) is achievable, i.e.,

Cs = {(R()aRl) : (Ro, Ry, Re = Ry) is achz’evable}. (6)

We note that the definition of secrecy capacity region was given in [1,5] as the performance
measure in the case of perfect secrecy. In this paper, we study this classical notion in the

context of fading broadcast channels.

We also note that the notion of secrecy studied in this paper is the same as that in
cryptography. However, in this paper, we focus on secrecy achieved by exploiting the under-
lying physical channel, which is different from cryptographic methods based on shared keys.
Coding schemes for accomplishing secrecy by physical layer approaches (which involve the
stochastic encoding) can be found in [1,5]. In this paper, we apply the classical approaches

to study wireless fading broadcast channels.

2.2 Secrecy Capacity Region of Parallel BCCs

For the parallel BCC, we obtain the following secrecy capacity region.

Theorem 1. The secrecy capacity region of the parallel BCC'is given by
(R(), Rl) :

C. = U Ry < min {ZZL;](QZ;YI) ; lZL:lI(Qz; Zz)} (7)
T [ptatuladpalupton. =ja)] | R < 3 [10si@) - 10 21

l

where @ can be chosen as a deterministic function of Uy forl=1,..., L.

If the source node transmits only confidential information to receiver 1, i.e., Ry = 0, the
parallel BCC becomes the parallel wire-tap channel. The secrecy capacity of this channel

follows from Theorem 1 by noticing that I(U;; Y;|Q;)—I(U;; Z;|Q;) is maximized by a constant
Q1.

Corollary 1. The secrecy capacity of the parallel wire-tap channel is
L
=1

7



where C! is the secrecy capacity of subchannel | and is given by
€ = max [I(Us YD) — 1(U; )] (9)

The mazimum in the preceding equation is over the distributions p(uy, ;)p(yi, zi|x;), which

satisfies the Markov chain condition Uy — X; — (Y}, Z)).

Remark 1. Theorem 1 shows an important fact that independent input distribution for each
subchannel is optimal. This fact does not follow directly from the single letter result on the
secrecy capacity of the BCC' given in [5], although the parallel BCC can be viewed as a special
case of the BCC. Hence a converse proof is needed, which is provided in Appendiz A.

We note that the secrecy capacity region ¢! of subchannel [ is given in [5, Corollary 1],

(Ro,Rl) .
c = U Ry <min{l(Q: Y1), I(Qu; Z)} .  (10)
pla)p(wla)p(alu)py, 2lz) U B < HUYIQ) = 1(U; Z]Q1)

We now define the sum of the secrecy capacity regions of the subchannels to be

(fz()7 Rl) .

Csum = RO = Zl RlOa Rl = Zl Rl17 (].1)
with (Ry, Rpy) € C fori=1,..., L.

If we compare C; with Cgyy,, we make the following remark.

Remark 2. The secrecy capacity region Cs in Theorem 1 may be larger than the sum Cgym
of the secrecy capacity regions of the subchannels. Hence the secrecy capacity region of the

parallel BCC is achieved by coding over all parallel subchannels.

This observation was also made in [45] for the broadcast channel with common messages.

This fact follows because the common rate has the following property

L L
Rozmin{ZI(Ql; 7 Z] Qi 7)) }
L - (12)
Zmll’l{[ Ql’ [(Ql’Zl)}:ZRlO
=1 I=1

It can also be seen from the following simple example. For simplicity, we consider the case

in which the source node has only the common message for both receivers. We further

8



Receiver 1 Receiver 1

Source Source

Receiver 2 Receiver 2

Subchannel 1 Subchannel 2

Figure 2: A parallel BCC example

assume L = 2, and each subchannel is a deterministic broadcast channel for [ = 1,2 (see
Fig. 2). For subchannel 1, the link capacities to receivers 1 and 2 are Cj; = 3 and Cy5 = 4,
respectively. For subchannel 2, the link capacities to receivers 1 and 2 are Cy; = 7 and

Cy = 5, respectively. The capacity of this parallel channel is given by
C= min{Cn + 021, 012 + 022} = mln{3 + 7, 4 -+ 5} =09. (13)

However, the sum of the capacities of the two subchannels is

2
> “min{Cyy, Co} = min{3,4} + min{7,5} =8 (14)

=1

which is clearly smaller than the capacity given in (13).

Similar to Theorem 14.6.1 in [46], we obtain the following lemma for the BCC studied
in [5], which also applies to the parallel BCC we study in this paper.

Lemma 1. The secrecy capacity region of the BCC studied in [5] depends only on the
marginal transition probability distributions p(y|x) of the channel from the source node to

recetwver 1 and p(z|z) of the channel from the source node to receiver 2.

Proof. The proof follows from the reasoning in [46, p. 454, Prob. 10] and the fact that the

equivocation rate %H <W1

4 L]> depends only on the marginal distribution of p(z|z). O

One application of Lemma 1 is to obtain the following generalization of the result in [2]

for the Gaussian wire-tap channel, which is a special case of the BCC.

Corollary 2. The secrecy capacity of the Gaussian wire-tap channel given in [2, Theorem 1]
holds for the case, where the noise variables at the destination node and the wire-tapper have

a general correlation structure.
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Figure 3: Parallel BCC with degraded subchannels

Lemma 1 will be useful in establishing the secrecy capacity region of the parallel Gaussian

BCC in Section 3.

2.3 Parallel BCCs with Degraded Subchannels

In the following, we study a special class of parallel BCCs, which specializes to the parallel

Gaussian BCC that is considered in Section 3, and is hence of particular interest.

We consider the parallel BCC with degraded subchannels (see Fig. 3), where each sub-
channel is either degraded such that the output at receiver 2 is a degraded version of the
output at receiver 1, or degraded such that the output at receiver 1 is a degraded version of
the output at receiver 2. Note that although each subchannel is degraded, the entire channel

may not be degraded because the subchannels may not be degraded in the same fashion.

We define A to be the index set that includes all indices of subchannels, where the output

at receiver 2 is a degraded version of the output at receiver 1, i.e.,
Py, zilze) = po(yil ) (zly) for 1€ A. (15)
Hence the Markov chain condition X; — Y; — Z; is satisfied for [ € A. We define A° to be

10



the complement of the set A, and A€ includes all indices of subchannels, where the output

at receiver 1 is a degraded version of the output at receiver 2, i.e.,

iy, zi|2) = pizlxe)p(ye|z0) for [ € A°. (16)

Hence the Markov chain condition X; — Z; — Y] is satisfied for [ € A°. The channel

transition probability distribution is given by

P znolens) = [T [ptalzomlm)] TT [pialeomtl=). (17)

leA leAc

For the parallel BCC with degraded subchannels, we apply Theorem 1 and obtain the

following secrecy capacity region.

Corollary 3. The secrecy capacity region of the parallel BCC with degraded subchannels is
C, = U
lll[p(ql)p(w\ql)p(xl!uz)p(yzlxz)p(zl\yl)]
€
- 1 p(@)p(wla)p(aw)p(zlz)p(ylz)]

leAc
( (Ro, Ry) : Y (18)
Rﬁmm{zu@ww+zu&m»zumawﬁzmmzﬁ,
leA leAc leA leAc

i< X 10X YIQ) — I(X: Z1Q)|

\ leA y,

Remark 3. [t can be seen that the common message Wy is sent over all subchannels, and
the private message Wy for receiver 1 is sent only over the subchannels where the output at
receiver 2 is a degraded version of the output at recewver 1, i.e., | € A. Furthermore, over
these subchannels, the messages Wy and Wy are sent by using the superposition encoding

scheme.

Proof. The achievability follows from Theorem 1 by setting U; = X; for [ € A and setting
Q=U =X, for [ € A°.

To show the converse, we first note that for [ € A,

I(QiY) < I(X;; V)
(19)
I(Qu; ) < I(Xi; Zy)

11



which follow from the Markov condition Q; — X; — (Y;Z;). We apply the bounds in (19) to
the bound on Ry given in (7) and obtain the bound on Ry given in (18).

For [ € A¢, we also obtain
(Ui Yi|Qu) — 1(Us; Z1| Q)
< I(U; V12| Qi) — I(Uy; 21| Q1)
= 1(Uy; Z1|Qi) + 1(U; Yi|QuZy) — I(Us; Z1| Qi)
=0

(20)

where the last equality follows because I(U;;Y;|@Q;Z;) = 0 due to the degraded condition
(16).
For [ € A, we obtain the following bound
LU Yi|Qi) = 1(Us; Z1|Qu)
= 1(XUs Y1|Qi) — I(Xy; Vi|QuUY) — 1(XyU; Z1| Qi) + 1(X0; Z1| QL)
= I(X;; Y1|Qi) + 1 (Ui Y| Qi X)) — 1(X; Yi|UL)
— I(Xy; 2|Qi) = I(Uy; 21|@QiX0) + 1(X; Z,| Uy

= I(XpYi|Q) — (X Yi|U) — I(X3; Z1| Qo) + 1
< (X Yi|Qu) — I(X Yi|U)) — I(Xy; 21| @) + 1(X;; YiZ| Un)
= 1(Xy;Yi|Q1) — I(Xy; Yi|Uh) — I(X; 21| Q) + 1(Xi; Yi|Un) + 1( X 21| UY))

—
N

)
(Xi; Z1|Uh) 2

(b)
< I(XyYi|Q) — I(Xy; 21| Qi)

where (a) follows because I(Uy; ;1@ X;) = 0 and I(U;; Z;|@Q,X;) = 0 due to the Markov chain
condition Q; — U, — X; — (Y;Z)), and (b) follows because I(X;; Z;|U,Y;) = 0 due to the
degraded condition (15).

By applying the bounds (20) and (21) to the bound on R; given in (7), we obtain the

bound on R; given in (18). This concludes the proof of the converse. ]

3 Parallel Gaussian BCCs

In this section, we study the parallel Gaussian BCCs, where the channel outputs at receivers 1

and 2 are corrupted by additive Gaussian noise terms. The channel input-output relationship

12



is given by
Y = Xy + Wy, Zyi = X + Vi, for [=1,...,L (22)

where 4 is the time index. For [ = 1,...,L, the noise processes {W);} and {V};} are in-
dependent identically distributed (i.i.d.) with the components being zero mean Gaussian
random variables with the variances ui and v}, respectively. We assume ui < 17 for l € A
and p? > v} for [ € A°. The channel input sequence X fi 1) is subject to the average power
constraints P, i.e.,

n L
%ZZX? <P (23)

i=1 [=1

We now apply Lemma 1 to obtain the secrecy capacity region of the parallel Gaussian
BCC. It can be seen from (22) that the subchannels of the parallel Gaussian BCC are not

physically degraded. We consider the following subchannel:

Vi = Xii + Wi, Zyy = Xui + Wiy + Vi, for I € A;

Vi = Xii + Vi + W, Zy; = X + Vi, for I € A% 2
where {W/;} and {V};} are i.i.d. random processes with components being zero mean Gaussian
random variables with the variances u? — v (for [ € A°) and v} — uf (for | € A), respectively.
Moreover, {V;} is independent of {W};} and {W/;} is independent of {V};}. It can be seen
that the channel defined in (24) has physically degraded subchannels. This channel has the
same marginal distributions p(y|z) and p(z|z) as the parallel Gaussian BCC defined in (22).

Hence by Lemma 1, the two channels have the same secrecy capacity region.

For the channel defined in (24), we can apply Corollary 3 to obtain the secrecy capacity
region. In particular, the degradedness of the subchannels allows the use of the entropy
power inequality in the proof of the converse. The secrecy capacity region obtained for this
channel also applies to the parallel Gaussian BCC defined in (22), and is presented in the
following theorem. The details of the proof is relegated to Appendix B.

13



Theorem 2. The secrecy capacity region of the parallel Gaussian BCC' is

( (R07R1): )
, 1 Pio 1 Pio
Rogmln{Z—log( + )—I—Z—log( + )
a2 Hi + P ey Hi
CY = 1 Do 1 Dio ;- (25)
# —log(l—l— >+ —log(l—l—
pEP ; 2 vi+pn le;c 2 v
1
R1<Z{ log( %)—§1og(1+@)}
IeA Hi Vi )

where p is the power allocation vector, which consists of (pio, pin) forl € A and py for | € A°

as components. The set P includes all power allocation vectors p that satisfy the power

-

Note that p indicates the power allocation among all subchannels.

constraint (23), i.e

(26)

Z[plo +pnl + Zplo < P}

leA leAc

For [ € A, since the
source node transmits both common and confidential messages, p;g and p;; indicate the
powers allocated to transmit the common and private messages, respectively. For [ € A¢,
the source transmit only the common message, and p;y indicates the power to transmit the

common message.

If L = 1, the parallel Gaussian BCC becomes the Gaussian BCC. The following secrecy
capacity region of the Gaussian BCC follows directly from Theorem 2.

Corollary 4. The secrecy capacity region of the Gaussian BCC' is

( (R(),Rl)i )
1 (1-p)P\ 1 (1-p)P
Cs: U Rogmm{ﬁlog <1+Tﬁp) 1 (1+m> } (27)
0<pB<1
\ng[%log(l—l—i—f)—élog(l—kﬁiﬂ )

where (2)T =z if £ >0 and ()" =0 if x <O0.

To characterize the secrecy capacity region of the parallel Gaussian BCC given in (25), we
need to characterize every boundary point and the corresponding power allocation vector
that achieves this boundary point. It is clear that the secrecy capacity region given in (25) is

convex due to the converse proof in Appendix B. Hence the boundary of the secrecy capacity

14



region can be characterized as follows. For every point (R, R}) on the boundary, there exist

70 > 0 and 77 > 0 such that (R, R) is the solution to the following optimization problem

ax |vYodtlo + 1Lty |-
m R R 28
(R(),R1)€Cg

Therefore, the power allocation p* that achieves the boundary point (Rj, ) is the solution

to the following optimization problem

Iélgg{ [VORo(]j) + 1Ry (B)}
— r;ég( [% min {Rm (]_?), Roz(]j)} + Ry (B)] =

where Ry(p) and Ri(p) indicate the bounds on Ry and R; in (25). We further define Ry (p)
and Rpa(p) to be the two terms over which the minimization in Ry(p) is taken, i.e., Ro(p) =
min{ Ro1(p), Ro2(p)}. The optimization (29) serves as a complete characterization of the
boundary of the secrecy capacity region of the parallel Gaussian BCC. The solution to (29)
provides the power allocations that achieve the boundary of the secrecy capacity region. Our

goal now is to solve the optimization problem (29).

The optimization problem (29) is a max-min optimization, and can be solved by the
approach used in [47]. The main idea is contained in Proposition 1 in [47], which is stated

in the following lemma.

Lemma 2. The optimal p* that solves (29) falls into one of the following three cases:
Case 1: p* mazimizes voRo1(p) + 11 R1(p), and Roi(p*) < Roa(p”);
Case 2: p* mazimizes Yo Ro2(p) + 11 R1(p), and Roi(p*) > Roz(p*);
Case 3: B* maximizes Yo (OéR(n (E) + dRog(Q)) + (}_?),

where 0 < o < 1 is such that Roi(p*) = Roz2(p*), and a =1— a.

By applying Lemma 2, we obtain the optimal power allocation p* that solves (29).

Theorem 3. The optimal power allocation vector p* that solves (29) and hence achicves the
boundary of the secrecy capacity region of the parallel Gaussian BC'C has one of the following

three forms.

15



Case 1: p* = Q(l) if the following Q(l) satisfies Rop (]_9(1)) < Ry (]_)(1)).

For l € A, ifﬁ> 5 5
Y0 v — 1y

2
.M % 1 < Yo 2>+ n _
RN , — 2 =0

Yoo 2)+
oalm2 M

For [ € A, pzo —<

where X is chosen to satisfy the power constraint

Z[plo + pul + Zplo < P. (32)

leA le Ac

Case 2: p* = p? if the following p® satisfies Roy (p®) > Roz (p@).
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where X\ is chosen to satisfy the power constraint defined in (32).

Case 3: p* = ]_9(0‘) if there exists 0 < a < 1 such that the following Q(a) satisfies Ry (]2(“)) =
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Roz (p).
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where X is chosen to satisfy the power constraint defined in (32).

The proof of Theorem 3 is relegated to Appendix C. Based on Theorem 3, we provide the
following algorithm to find the optimal p*.

Algorithm to search p* that solves (29)

Step 1. Find p™) given in (31).
If Rof(g(l)) < Rpo (9(1)), then p* = ]3(1) and finish.
Otherwise, go to Step 2.
Step 2. Find p® given in (33).
If Roi (p'?) > Roo (p?)), then p* = p® and finish.
Otherwise, go to Step 3.
Step 3. For a given a, find p(® given in (34).
Search over 0 < a < 1 to find « that satisfies Roy (Q(O‘)) = Rps (B(O‘)).
Then p* = ]3(“) and finish.
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4 Fading BCCs: Ergodic Secrecy Capacity Region

In this section, we study the fading BCC (see Fig. 4), where the channels from the source
node to receivers 1 and 2 are corrupted by multiplicative fading gain processes in addition
to additive white Gaussian processes. The channel input-output relationship is given by
Y = huX; + Wi,
(35)
Zi = he X; + Vi,
where ¢ is the time index, X; is the channel input at the time instant ¢, and Y; and Z; are
channel outputs at the time instant ¢ at receivers 1 and 2, respectively. The channel gain
coefficients hy; and hy; are proper complex random variables. We define h; := (hy;, h;), and
assume {h;} is a stationary and ergodic vector random process. The noise processes {W;}

and {V;} are zero-mean i.i.d. proper complex Gaussian with W; and V; having variances 2

and v?, respectively. The input sequence {X;} is subject to the average power constraint P,

e, L3 E[X?] < P.

Y Receiver 1

Source X
hz Z Receiver 2

Figure 4: Fading BCC

We assume that the channel state information (i.e., the realization of h;) is known at both
the transmitter and the receivers instantaneously. The channel state information at the
source node can be realized by a reliable feedback from the two receivers, who are supposed
to receive information from the source node. Depending on the channel state information, the
source node can dynamically change its transmission power to achieve better performance.
In this section, we assume that there are no delay constraints on the transmitted messages,
and the performance criterion we study, i.e., the secrecy capacity region, is averaged over all

channel states and is referred to as the ergodic secrecy capacity region.

It can be seen that for a given fading state, i.e., a realization of h,, the fading BCC is a

Gaussian BCC. Hence the fading BCC can be viewed as a parallel Gaussian BCC with each
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fading state corresponding to one subchannel. Thus, the following secrecy capacity region

of the fading BCC follows from Theorem 2.

Corollary 5. The secrecy capacity region of the fading BCC' is

( (R07R1> : 3\
i Po(B)1Pa” po(h) | |
< Epeal 1 Epeacl 14+ ="
Ry < mln{ heAa log ( + 21 (D))’ + Epecaclog | 1+ 2 7
¢= U po(B)aP o)l
p(h)€P Epealog (1 - 2 +p1(h)\h2|2) + Epea- log (1 + T)
h)|hy|? AT/ NE:
Iy < Epea {log <1 + pl(‘ﬂ#) —log (1 + pl(—y#)}
) 7

(36)

where A = {h : ijf > M} The random vector h = (hy, hy) has the same distribution as

3 2

the marginal distribution of the process {h;} at one time instant. The set P is defined as

P = {p(8) : Ea lpo(h) + p1(8)] + Exclpo(B)] < P}. (37)

Remark 4. The secrecy capacity region given in Corollary 5 is established for general fading
processes {h;} where only ergodic and stationary conditions are assumed. The fading process

{h;} can be correlated across time, and is not necessarily Gaussian.

Remark 5. The secrecy capacity region given in Corollary 5 also applies to the case in which
the two component processes {hy;} and {hy;} are correlated. However, the secrecy capacity
region does depend on the correlation between the two processes. In fact, the average Ej in
(36) needs to be taken over the joint distributions of hy; and hs; to derive the correct secrecy

capacity region.

This fact can be seen from the following example. We assume only the confidential message
is transmitted, i.e., Ry = 0. We also assume that both hy; and hy; take the values of (0,1)
with equal probability (1/2,1/2). We first consider case 1 in which hy; = hy;. From (36) it
is clear that Ry = 0, i.e., no secrecy capacity is possible, because the channels to the two
receivers are the same for all channel realizations. However, for case 2 in which hq; = 1 — ho;,
from (36) the secrecy capacity equals log (1 + i—f), where the power is only allocated to the
channel states where hy; = 1 and ho; = 0. From this example, one can see that the correlation

between hy; and ho; affects the secrecy capacity region, although the marginal distributions

19



of hy; and ho; are same for the two cases. We further note that this fact is consistent with
Lemma 1 because hy; and hy; are now considered as channel parameters (with each realization
corresponding to one subchannel) due to CSI availability at the transmitter. The channel
statistics come only from the additive Gaussian noise terms for each subchannel with one

realization of hy; and ho;.

Remark 6. The secrecy capacity region in Corollary 5 is established for the case with general

correlation between the noise variables W; and V.

From the bound on R; in (36), it can be seen that as long as A is not a zero probability
event, positive secrecy rate can be achieved. Since fading introduces more randomness to the
channel, it is more likely that the channel from the source node to receiver 1 is better than
the channel from the source node to receiver 2 for some channel states, and hence positive

secrecy capacity can be achieved by exploiting these channel states.

Since the source node is assumed to know the channel state information, it can allocate its
power according to the instantaneous channel realization to achieve the best performance,
i.e., the boundary of secrecy capacity region. The optimal power allocation that achieves the
boundary of the secrecy capacity region for the fading BCC can be derived from Theorem 3

and is given in the following.

Corollary 6. The optimal power allocation p*(h) that achieves the boundary of the secrecy
capacity region of the fading BCC falls into one of the following three cases.
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Case 1: p*(h) = pW(h) if the following pV(h) satisfies Ro1(p™V(R)) < Roa(p™M (R)).

207 12
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2 +
For h € A", p(()l)(ﬁ):< il o ) :

An2  |hy]?
(38)
The parameter \ is chosen to satisfy the following power constraint
E4 [po(h) +p1(h)] + Eacpo(h)] < P. (39)

Case 2: p*(h) = pP(h) if the following p® (h) satisfies Roi(p®(h)) > Roa(p® (R)).

112 hal?
V2|hy |2 — p2|ho|?’

2 2 +
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For h € A°, py’(h) = ()\ln2 N |h2]2)

For h € A, ifl>
Yo

(40)
where X\ is chosen to satisfy the power constraint defined in (39).

Case 3: p*(h) = p'“(h) if there exists 0 < a < 1 such that the following p'® (h) satisfies
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Ro1(p'®)(R)) = Roa(p'®(R)).
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where X is chosen to satisfy the power constraint defined in (39).

For h € A, z’fﬁ>
Yo

(41)

If the source node does not have common messages for both receivers, and only has con-
fidential messages for receiver 1, the fading BCC becomes the fading wire-tap channel. For

this channel, the secrecy capacity is readily obtained from Corollaries 5 and 6.

Corollary 7. The secrecy capacity of the fading wire-tap channel is

Ealp(b)]<P
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The optimal power allocation that achieves the secrecy capacity in (42) is given by

r 1 /L2 +
_ if |h 2 _ 0:
()\IHQ VMP) ’ if Jha] ’

+
N s RTEI
p*(h) = 2 |hol?  |Raf?) \AIn2  |Ry]?  |Ryf? 2 \|h|*  |hof? ’

Zf |h2’2 > 07 h S A,

0, otherwise

(43)
where \ is chosen to satisfy the power constraint Ex[p(h)] = P.

5 Fading BCCs: Outage Performance

In Section 4, we considered the ergodic secrecy capacity region for the fading BCC. In this
case, messages can be coded over long block lengths and hence over all channel realizations.
This applies to wireless systems in which the transmission delay can be tolerant. In this
section, we consider wireless systems in which there is a stringent delay constraint, and

messages must be transmitted within a certain time.

We adopt the channel model described in (35). However, we now take the block fading
assumption, where the fading coefficients hy; and hy; remain constant over one block and
change to another realization in the next block in an ergodic and stationary matter. More-
over, we assume that the block length is large enough such that coding over one block can
achieve small probability of error. We assume that the delay constraint is within the block
length. Coding over multiple blocks and hence over multiple channel state realizations is not
allowed. We also assume that both the transmitter and the receivers know the channel state

information.

We use (Ro, Rl) to indicate a target rate pair, i.e., the common and confidential messages
need to be transmitted to the two receivers at the rates Ry and R;, respectively, in each

block (each fading state realization). If the target rate pair is not achieved for one block, an
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outage is claimed. We define the outage probability to be
Py = Pr{(Ro, R1) ¢ Cs(h, p(h))} (44)

where Cg(h, p(h)) is the secrecy capacity region for the channel with fading state realization
h, and p(h) indicates the transmission power used by the source node for this fading state.
The source node is able to adapt its transmission power to the instantaneous channel state
realization, i.e., p(h) is a function of h, because CSI is assumed to be known at the transmit-
ter. We assume that the power constraint applies over a large number of blocks and hence
over all fading state realizations (i.e., it is a long term power constraint as in [16]); that is,
we assume

E[p(h)] < P. (45)

We define the set P := {p(h) : E[p(h)] < P}.

It is clear from (44) that the outage probability depends on the power allocation function
p(h). Our goal is to study the power allocation p*(h) that minimizes the outage probability,
ie.,

in P,,. 46
pgl)lélp ! ( )

To understand this problem, we note that for each channel state the source node knows
how much power it needs to use to support the target rate pair. If the power needed is too
large, the source node may decide not to transmit and claim outage in order to save power
for other channel states that need lower power to support the target rate pair. Hence the
source node first allocates power to those channel states that need lower power to support
the target rate, and then to those channel states that need higher power to support the
target rate until all power is utilized. This suggests that the power allocation is a threshold

decision.

To formally solve the optimization problem (46), we apply the approach in [16], where the
minimum outage probability of the fading channel without a secrecy constraint was studied.
This approach was also applied in [10] to study the minimum outage probability of the
fading broadcast channel without a secrecy constraint. In the following, we describe the
power allocation that minimizes the outage probability of the fading BCC, i.e., the solution
to (46).
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For a given block with the fading state realization h = (hq, hs), the channel we consider is

a Gaussian BCC. From Corollary 4, the secrecy capacity region is given as follows.

If heA,
( (RO,RI): ( ) ( )‘ |2
h)|hs )
Ry <log (1 7
chpmy= U { Og( T Bl haf?
0<B<1
Ry <log (1 + ME’“'Q) ~ log (1 n 5p(h)2|hzl2
H v
If he A,
(R07R1) : )
Co(h,p(h)) = %gm0+i%1)
R =0

)

(47)

We now use (47) to compute the minimum power that is needed to achieve the target rate

pair (RO, Rl). It is clear from (47) that, only when h € A can we possibly achieve a positive

Ry. The minimum power needed to achieve R is

2R1 -1 . 2 2
: |h|*v
ﬁp(h) _ \h12|2 —oh \h22|2 ) if Ry <log o252
n 2 e
00 otherwise

The minimum power to support Ry is then given by

(o) ()
(1= Oplh) ={ ~ BF pnler

00 otherwise

g h
if Ry <log ||h2|2;:2

Hence the minimum power needed to support (R, Ry) is

Ro |’7'1|2V2 o R1 _ |hl‘2”2
2 (|h2\2u2 1)+ 2% = e
" (h) = 2 R [haf? ’
p (—) ? _ 21’%17
00 otherwise

|ha[?p

For s > 0, we define
R(s) = {h:p™"(h) < s}
R(s) = {h:p""(h) < s}
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where p™"(h) is given in (50).
The average powers that are needed to support the rate pair (RO, Rl) for the channel states
in R(s) and R(s) are
p(s) = Eners) [P ()]
p(s) = Eperes [P (h)]

(52)

For the given power constraint P, define

s* =sup{s:p(s) < P}
. Pyl 53)
p(s*) = p(s*)

By using (50) and applying Lemma 3 and Proposition 4 in [16], we obtain the following

optimal power allocation p*(h).

Proposition 1. The power allocation p*(h) that solves (46), and hence minimizes the outage

probability for a given target rate pair (Ry, Ry), is given by

p(h) = § P (R), with probability w* if h € R(s*)\R(s*) (54)
0 if b & R(s*)

where p™™ (L) is given in (50).

It can be seen that the optimal power allocation p*(h) is a threshold solution. The power is
first allocated to the fading states that need smaller amounts of power to achieve the target
rate pair, and is then allocated to the fading states that need larger amounts of power to
achieve the target rate pair. When the total power P is used up by these fading states, no

further power is allocated to other states.

In the above problem setting, an outage is claimed if either Ry or Ry is not achieved. This
results in an optimal solution p*(h) that allocates power only to those states for which both
Ry and R; can be achieved by relatively small power consumption. However, some channel
states may support one target rate with small power consumption, but need a large amount
of power to support both rates. These states are unlikely to be allocated power. For example,

even if the channels from the source node to both receivers are good to transmit common
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messages, it may happen that no power is allocated to this fading state if the channel from
the source node to receiver 1 is worse than the channel from the source node to receiver 2
so that R; cannot be achieved. Sometimes this is not reasonable, because the two messages
are independent, and one message should be transmitted whenever the channel is good to
transmit it. It should not depend on whether the other message is transmitted or not.
Nevertheless, the solution to the problem (46) we have considered is useful if we consider

the following two more reasonable problems.

It is clear that the solution to the problem (46) immediately implies the optimal power
allocation for the case where only the confidential message is transmitted and only the target
rate Ry is assumed. Now the minimum power to achieve R; is given by

of1 _ 1 3
‘ i of [l if Ry < log I
Prin() = § I ok I

00 otherwise

2
2

el (55)

The power allocation that minimizes the outage probability follows from Proposition 1 by

using (55) to replace (50) in (54).

We next consider the scenario in which the source node has both common and confidential
messages to transmit. We assume that the common message is required to be transmitted
at a constant rate Ry for all channel states, i.e., no outage is allowed for the common rate.
This scenario applies to wireless systems where a constant common rate must be satisfied.
Since Ry must be achieved for all channel states, the total power must be large enough to

support this rate, i.e.,

P = By := E[po(h)] (56)

where pg(h) is the power that is needed to support the rate Ry for the channel state h and

is given by .
270 — 1
po(h) = — {W w} (57)
min 771/_2

In addition to the common message, the source node wishes to transmit confidential infor-
mation to receiver 1 at a target rate R, and with as small an outage probability as possible.
We note that a similar problem was studied in [10] for the broadcast channel with separate
messages for two receivers and the rate to one receiver must be constant for all channel

states.
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We need to find the power allocation that minimizes the outage probability that the target
rate Ry is not achieved. The optimization problem is summarized as follows:
Minimize ~ Pr{(Ro, R1} ¢ C(h,p(h))}
Subject to  E[p(h)] < P (58)

Ry is achieved for all b, i.e., p(h) > po(h)

We can change the problem (58) to the following equivalent problem
Minimize  Pr{(Ro, Ri} ¢ C(h,p(h))}

(59)
Subject to  E[Ap(h)] < P — B

where Ap(h) = p(h) — po(h) is the difference between the power needed to support (Ro, R;)
and the power needed to support Ry only.

It can be seen that the problem (59) is the same as the problem (46) with p(h) in (46)
being replaced by Ap(h). Thus the optimal Ap*(h) can be derived from Proposition 1 with
p™™(h) in (54) being replaced by Ap™™(h), which is the minimum difference between the
power needed to support (RO, Rl) and the power needed to support Ry and is given by

2f (2 — 1)
’ if Ry < log L
Ap™"(h) = ”L;f — 2R1|’:/L2|2’ ! [ho P12 (60)
00 otherwise.

6 Numerical Results

In this section, we provide numerical results to demonstrate the ergodic and outage perfor-

mance for the fading BCC.

We first consider the Rayleigh fading BCC, where h; and hsy are zero mean proper complex
Gaussian random variables. Hence |h|* and |hy|* are exponentially distributed with param-
eters o1 and 05. We assume the source power P = 5 dB, and fix o7 = 1. In Fig. 5, we plot
the boundaries of the secrecy capacity regions corresponding to oo = 0.4, 0.7, 1, respectively.
It can be seen that as oy decreases, the secrecy rate R; of the confidential message improves,
but the rate Ry of the common message decreases. This fact follows because smaller o,

implies worse channel from the source node to receiver 2. Thus, confidential information can
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Figure 5: Secrecy capacity regions for a Rayleigh fading BCC

be forwarded to receiver 1 at a larger rate. However, the rate of the common information is

limited by the worse channel from the source node to receiver 2.

For the Rayleigh fading BCC with oy = 1 and 0y = 0.4, we plot the boundary of the
secrecy capacity region in Fig. 6. The three cases (see Corollary 6) to derive the boundary
achieving power allocations are also indicated with the corresponding boundary points. It
can be seen that the boundary points with large R; are achieved by the power allocations
derived from Case 1, and are indicated by the line with circle on the graph. The boundary
points with large R, are achieved by the optimal power allocations derived from Case 2, and
are indicated by the line with square. Between the boundary points achieved by Case 1 and
Case 2, the boundary points are achieved by the power allocations derived from Case 3, and

are indicated by the plain solid line.

The intuitive reason how the three cases associate with the boundary points is given as
follows. To achieve large secrecy rate Ry, most channel states in the set A where receiver 1
has a stronger channel than receiver 2 are used to transmit the confidential message. The
common message is hence transmitted mostly over the channel states in the set A°, over
which the common rate is limited by the channel from the source node to receiver 1. Thus,

power allocation needs to optimize the rate of this channel, and hence the optimal power
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Figure 6: Three cases in power allocation optimization to achieve the boundary of the secrecy
capacity region for a Rayleigh fading BCC

allocation follows from Case 1. To achieve large Ry, the common message is forwarded over
the channel states both in A and A¢. It can be seen that in average the source node has a
much worse channel to receiver 2 than to receiver 1, and hence the channel from the source
node to receiver 2 limits the common rate. Power allocation now needs to optimize the rate
to receiver 2, and the optimal power allocation follows from Case 2. Between these two cases,
power allocation needs to balance the rates to receivers 1 and 2 and hence follows from Case

3.

We next consider the case in which Ry = 0, i.e., only the confidential message is transmitted
from the source node to receiver 1. We assume 01 = g5 = 1. In Fig. 7 (a), we plot the optimal

power allocation pi(h) as a function of h. It can be seen from the graph that most of the

source power is allocated to the channel states with small |hy|?. This behavior is shown

more clearly in Fig. 7 (b), which plots p}(h) as a function of |h;|? for different values of |hsy|?,
and in Fig. 7 (c), which plots pj(h) as a function of |hy|? for different values of |hi|>. The
source node allocates more power to the channel states with larger |h;|? to forward more
confidential information to the destination node, and allocates less power for the channel
states with larger |ho|? to prevent receiver 2 to obtain the confidential information. It can

also be seen from Fig. 7 (b) and Fig. 7 (c) that the source node transmits only when the
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channel from the source node to receiver 1 is better than the channel from the source node

to receiver 2.

For the case in which Ry = 0, Fig. 8 plots the secrecy capacity achieved by the optimal
power allocation, and compares it with the secrecy rate achieved by a uniform power allo-
cation, i.e., allocating the same power for all channel states h € A. It can be seen that the
uniform power allocation does not provide performance close to the secrecy capacity for the
SNRs of interest. This is in contrast to the Rayleigh fading channel without the secrecy
constraint, where the uniform power allocation can be close to optimal even for moderate
SNRs. This also demonstrates that the exact channel state information is important to

achieve higher secrecy rate.

We now consider the outage performance of the Rayleigh fading BCC. We assume o7 = 10
and 0, = 0.5. We first assume the target rate Ry = 0, i.e., only the confidential message
is transmitted. In Fig. 9, we plot the outage probabilities corresponding to different values
of the target rate R;,. The outage probability decreases as the target rate R; decreases.
For a fixed Ry, the outage probability is bounded below by a certain threshold. This fact
follows because the outage probability cannot be prevented for those channel states where
the channel from the source node to receiver 1 is worse than the channel from the source node
to receiver 2. In Fig. 10, we compare the outage probability when Ry = 0 with the outage
probability when Ry = 0.1 bps/Hz. It can be seen that even a small positive common rate R,
can cause large increase in outage probability. In Fig. 11, we compare the outage probability
minimized by the power allocation and that achieved by the equal power allocation for all
channel states. It can be seen that optimizing power allocation significantly reduces the

outage probability.

7 Conclusions

We have established the secrecy capacity region of the parallel BCC, where a converse proof is
given to show that independent input to each subchannel is optimal. We have also established
the secrecy capacity region for the parallel Gaussian BCC, and have characterized the optimal

power allocations that achieve the boundary of this region. One fundamental result we have
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Figure 8: Comparison of secrecy capacity by optimal power allocation with secrecy rate by
uniform power allocation for a Rayleigh fading BCC with Ry = 0
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Figure 9: Outage probabilities for a Rayleigh fading BCC with Ry = 0
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Figure 10: Comparison of outage probabilities when Ry = 0 with those when Ry = 0.1
bps/Hz for a Rayleigh fading BCC
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Figure 11: Comparison of outage probabilities achieved by optimal power allocation with
those achieved by equal power allocation for a Rayleigh fading BCC with Ry =0
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established is the secrecy capacity region of the Gaussian BCC, which complements the

secrecy capacity region of the discrete memoryless BCC given by Csiszar and Kérner in [5].

We have further applied our results to obtain the ergodic secrecy capacity region for the
fading BCC and the optimal power allocations that achieve the boundary of the secrecy
capacity region. Our results generalize the secrecy capacity results that have been recently
obtained in [12], [13] and [14] (full CSI case). We have also studied the outage perfor-
mance of the fading BCC. We have obtained the power allocation that minimizes the outage

probability that certain target rates are not achieved.

Appendix

A  Proof of Theorem 1

The achievability follows from [5, Corollary 1] by setting Q = (@1, ..., Q) (Q is indicated by
Uin [5)),U = (Uy,...,Ur) (U is indicated by V in [5]), X = (X1,...,X.), Y = (Y1,..., Y1),
and Z = (Zy,...,Zr) with @, U and X having independent components. Furthermore, we

choose the components of these random vectors to satisfy the Markov chain conditions:

Q—-U—X —Y,7)forl=1,2... L.

To show the converse, we consider a code (Z”RO onk n) with the average error probability

P,. The probability distribution on Wy x Wy x X[l ) X yﬁy ) X Z[’i 1] is given by

p(wo, wy, mﬁ@a yﬁ L) Zﬁ L])

n L
(61)
= p(wo)p(w1)p( T,z |wo, w1) H H (Y, 2 )
=1 [=1
By Fano’s inequality [46, Sec. 2.11], we have
HWo, Wi|Y[{ 1)) < n(Ro+ Ri)Pe +1:=nd (62

H<W0|Zﬁ’L]) < nR()Pe +1:= Tl(SQ

where 01,0, — 0 if P, — 0.
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For [ =1,2,..., L, we define the following auxiliary random variables:

Qui = (Wo, Y-y, Y™ Zijiys Zitany)-

(63)
Ui := (W1, Qu).
We note that (Qu, Ui, Xii, Yii, Zii) satisfies the following Markov chain condition:
Qi — Uy — Xy — (Yiz‘, le‘)- (64)
We first bound the common rate Ry as follows.
nRy = H(W,) = 1(Wo; Y1) + H(WolY[ )
(0) &
< Z I(Wo; YY1 —q)) + 1y
=1
®) L n
= Z Z I(Wo; Y|V Y, ™) + ndy
=1 i-1 (65)
© L n
< Z Z I(VVOYEJA]Y?*1 it 241,105 Yii) + noy
I=1 i=1
@ L n
= Z Z I(Qu; Yi) + noq
=1 i=1

where (a) follows from the chain rule and Fano’s inequality, (b) follows from the chain rule,

(¢) follows because I(A; B|C) < I(A,C; B), and (d) follows from the definition (63).

We can also bound the common rate Ry as follows.

nRy = H(Wy) = 1(Wy; Zﬁ,L]) + H(WOIZH,L})

L
< Z[(Wo; 2 Zj1,1)) + nd2

=1
L n
>3 o Zins "

L n
<N IWYE Y 21 20 a0 Zii) + ndy
=1 =1

n

Z I(Qu; Z1;) + noy

=1 i=1

~

36



We now bound the rate R; and obtain:
nRy Y nR, < H(W\|Z0 )
= H(W1|WOZ[’{7L]) + I(W7y; W0|Z[T{7L})
(b)
< T(Wy YT [ Wo) = T(Wh; Z; | Wo) + H (WA WoYE ) + H(Wol Zf; 1)

< I(Wi; Y y[Wo) — I(Wh; 21 1j|Wo) 4 n(01 + d2)

|
i\l

W3 Y WoYit ) = 1O 20| WoZiiy )| + (6 + &)
=> [I(Wl; Vil WoY[ oYy ™) = I(Whs ZulWo Zjjy iy Zjj i py) | + 101 + 62)

L n
(d) n n n i— n n n i—
= Z Z [I(lel[i-i-l} [+1,L]> Y2i|W0Y[1,l—1}Yz 1) - [(Zl[i+1]Z[z+1,L]§ Yli|WOW1Y[1,1—1]Yz 1)

- I(WlY[?,zqu‘l; Zi|\WoZjj ) 2 ) + ]<Y[?,171}Y1i_1§ Zil|WoW1 Zyj; 4 Z[YIL+1,L})]

+ n<51 + (52)
B ZZ [I(WIZ”””Z[”LL];Ei’WOY[Llfl]Yl D = IWAYE, Y Zli|WOZl[i+1]Z[l+1,L})]
=1 =1
+ n(51 + 52)
L n
- Z Z [I(Zﬁl@'“]Zﬁ“’L]; Vi WoYR gV h) + T(Whs Yu Wo Y Y ™ Zity 2 1)
=1 =1
_ I(}/[il—l]i/?_l; Zli‘WOZﬁi+1]Z[TlL+17L]) — I(Wl, Zli‘WO [?,l—l]}/}i_lzﬁi_;'_l] Z[7;+17L})i|
+ n((51 + (52)
L n
(f) n 71— n n n i n "
= 2 2 BV Yl WVt Y™ iy Zity) = 1(Was ZalWoX(iy Y 1Zl[i+1]Z[l+1,L])}
=1 =1
+ n((51 + (52)
L n
&) Z |:[(Uli§ Yii|Qui) — 1(Ul; Zli|Qli)] + n(8y + 6)
=1 =1

(67)

where (a) follows from the perfect secrecy condition, (b) follows because I(W1; Wo|Z; 1)) <
H (WO,Z[?, L]), (¢) follows from Fano’s inequality, (d) follows from the chain rule, (e) and (f)
follow from Lemma 7 in [5], and (g) follows from the definition (63).

We introduce a random variable GG that is independent of all other random variables, and
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is uniformly distributed over {1,2,... ,n}. Define Q;, = (G, Qic), U, = (G,Ug), X; = Xig,
Y, =Yg, and Z; = Zj for | = 1,..., L. Note that (Q;, U, X}, Y], Z;) satisfies the following

Markov chain condition:

Ql—>Ul—>Xl—>(YZ,Zl), for lzl,,L (68)
Using the above definitions, (65), (66) and (67) become
L L
Z (Qic; Yic|G) + 61 < Z (Qu; Y1) + 61
N N
Ry <) 1(Que; ZialG) + 6 < Z (Q1: Z) + 6 (69)

L
R, < Z (Ui Y1|Qr) — I(Ul;Zl|Ql)] + 01+ 02

Therefore, an outer bound on the secrecy capacity region C, is given by the following set:

U {(RO, Ry) that satisfy (69)} (70)

where the union is over all probability distributions p((J[LL},u[1,L],$[1,L],y[1,L},Z[1,L])- Fi-
nally, we note that each term in (69) depends only on the distribution p(q;, u;, z1, yi, 21)-
Hence there is no loss of optimality to consider only those distributions that have the form

Hlelp(ql, wg, x)p(yr, z1|2;). This concludes the converse proof.

B Proof of Theorem 2

By Lemma 1, we need to prove Theorem 2 only for the channel defined by (24).

The achievability follows by applying Corollary 3 and choosing the following input distri-

bution
forle A, Q;~N(0,pp), X, ~N(0,p1) with X] independent of @,
Xi= Qi+ Xj; (71)
for 1 € A% X; ~ N(0,pp).
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To show the converse, we first apply (65) and obtain

L n
nRo <> > 1(Qu; Vi) +ndy

=1 =1

<D Qs Ya) + DD (X Vi) + néy

leA i=1 leAc i=1

=SS ) — Q)] + 3 S (YR — A(Ya X))+ né,

€A i=1 leAc i=1

< Z Z % log 2me (EX}, + 17) — Z Z h(Yi|Qui)

leA =1 leA i=1

"1
+ Z Z 5 log 27me (EXZ + ,u?) — Z glog 276#12 + nd

leAc i=1 leAc

leA

leA i=1

leAc leAc

§Z§10g27m pl+,ul Zzh Y1 Qui) +Z—10g

leA leA =1 leAc

where we define p; = £ 3" | EXZ.

It is easy to see that for [ € A

|3

< ZglogQWe (%;EX; +,u12> - ZZh(YMQu)
+ Z glog 2me (% i EXZ% + ,u?) — Z g log 2%6#% + ndy

(1+pl) +n51

> h(YulQu) < ) h(Yi) < 5 log2me (pr+ pf)
4 -

and

n n n
> n(YlQu) = Y h(Yul Xii) = 3 log 2mep
= =1

Hence there exists 0 < (3; < 1 such that

- n
Z h(Yi|Qu) = 5 log 2me(Bipr + IUIZ)
i=1

Applying (75) to (72), we obtain

n (1 =B n
< —1 14+ — —1
nRo_Zzog<4—@101_‘_/”2 +220g

leA leAc
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We apply (66), follow the steps that are similar to those in (72), and obtain the following
bound

n

nRy < Z log 27re pl + Vl ZZh 71| Q) + Z log (1 + pz) + ndy (77)

leA leA i=1 IGAC

For the second term in the preceding equation, we apply the entropy power inequality and

obtain
h(Zii|Qu = qui) = WY + Vi |Qu = qui)
1 y
> 20 (Y| Qri=aqii) 2h(Vi|Qli:(Zli)>
1
Hence
Zh(Zli|le > ZElog 22h Y| Qui=qus) + 27Te( _ NZ))
i=1 i=1
W1 2Bh(Yid| Qui=1i) 2
Zlog 2 141 Qui=qui —|—27T6( _:U’l))
=5 Z log (22104190) 4 o7re(12 — 1i2)) (79)
i=1
©n 2L 50 h(Y|Qus) 2 2
> §log <2 n =1 + 2me(vf — ul)>
c) N
© §l g (27?6(61191 + /le) + 27re(1/l2 — ,ul2))
n
=5 log (2me(Bipy + 1))

where (a) and (b) follow from Jensen’s inequality and the fact that log(2” 4 ¢) is a convex

function of z, and (c) follows from (75).

By applying (79) to (77), we obtain

n (1—75)m n m
<M= +— Y - L2 4
nRy < 5 log <1 G 17 ) 5 log (1 V12> ndy (80)

leA leAc

We apply (67), follow the steps that are similar to those in (21), and obtain the following
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bound

nRy <Yy Z [ (X3 Yis | Qui) — 1(Xui; Zli|Qli)] + n(d1 + 62)

leA =1

=>> [h(YMQli) — h(Y5| Xui; Qui) — (20| Qui) + M Zus| Xui; Qui) | + n(d1 4 02)  (81)
leA i—1

<Z[ log<1+%>—glog(l—l—@)]—l—n(dl—ﬂ&)
leA ! Vi

where the last equality follows from (75) and (79).

For [ € A, we define p;g = (1 — B))p; and p;y = Gyp. For | € A°) we define pg = p;. It is
clear from (23) that

Yo+l +Y po<P (82)

leA leAe
This concludes the proof of the converse.

C Proof of Theorem 3

We apply Lemma 2 and consider the following three cases. For each case, we apply the

technique in [8] to solve the optimization problem.

Case 1: We need to find p) € P that maximizes voRo1(p) + 71 Ri(p). If pV) satisfies
Ro1 (p1) < Rz (pV), then the optimal p* = p™).

The Lagrangian is given by

£=%" [7°1og<1+ [ro )+%1 g(1+p”> - 2o g(l%—]ﬂ)}
leA H P w Vi
(83)
Z[plo +pul + Z plo]

+ Z Y0 log (1 i plo) A\
leAc “ leA leAe

where )\ is a Lagrange multiplier.

For [ € A°, p(l) needs to maximize the following £,

Yo Dio () 1
L =-—1 1+—= ) = Appo = — —A)d 84
T og< +Nz> Pro /0 (21n2u12+x v (84)
It is clear that pl%) that optimizes L£; is either the root of the following equation
Yo 1
—A=0 85
2In2 p? +x (85)
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if the root is positive or zero, i.e.,
(1>:< o 2)* 86
plO 2A1n?2 127] . ( )
For [ € A, pl(é) and 101(11 ) need to maximize the following £;

Yo Pio 84! P i P
L= "log (1 Plog(1+5 ) - Dlog(1+2 ) =\
1= og( +M12+P11)+ 5 Og( +M12) 5 og( +Vl2> (pro + i)

Pi1+DPio ) Di1 )
_ / oD (2)dz + / uD (2)de (87)
pi1 0

< [ (wax {ul @)Y @0}) "o

where

Wy _ 0 L
o () 2In2p? +x

Wy N 1 )
() 2In2 (,ulQ—I—x l/lz—l-l‘)
(1)

We next derive p;,” and pl(é) that achieve the upper bound on £; in (87) and hence maximize

L.

(88)

We define x%) to be the root of ul%)(a:) =0 and xl(ll) to be the largest root of ul(ll)(x) =0,
ie.,

v _ _Y 2
Yo T 5ama M

89)
1 1 2’}/1 1 (
Ty = 5\/(%2 — 1) (V? — 1+ g ) — gl -
It can be seen that ul%)(a:) and ul(ll)(x) intersect only once at
71
) = 20— ) -7 (90)

Yo

In the following, we consider two cases.

(1)

Ir

It is easy to see that ul(ll)(O) > ul%)

2
1) & L e, is positive.
( )70>”12_“12’ c., T p

(0). The optimal pl(é) and pl(i ) depend on the value of A

and fall into the following three possibilities.
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Figure 12: Illustration of ul%)(x) and “z(1 (x) for Case 1 with 2t > - e
l

< A, then both ul(é)(x) and uy,’(z) are

1 . V2— 2
(a) T w1’ (0) < 0 (see Fig. 12 (1)-(a)), i.e., 2D
negative for x > 0. The upper bound on £; in (87) is achieved by pl%) =0 and pz(11) =0.
2 v
L <A< 320

1 1 1 : .
(b) If Uz(1)(0> > 0and xz(o) < [EI(T) (see Fig. 12 (1)-(b)), i.e., TSt 7 —HD)
(1)

then the upper bound on £; in (87) is achieved by p

1 1
1(0) =0 and pl(1 =y, .
then the upper bound on

Py =

1 1 . : 2
(c) If xl(o) > xl(r) (see Fig. 12 (1)-(c)), i.e., A < 21n2(7171%)(%27 l
L; in (87) is achieved by pl%) = xl%) — xl(:) and pi)) = xl(j)
In summary, we obtain
~ -
O I T S o o

2
1/
(2) L < e “2, ie. a:l(T) is zero or negative.

It is easy to see that u(l)(O) > ul )(0).
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(a) If ul(é)(O) <0, ie., 3 21 2 < A (see Fig. 13 (2)-(a)), then the upper bound on £; in (87)
is achieved by pl(é) =0 and pl1 =0.

(b) If ugé)(O) >0, 1e, A< 4 21 5 (see Fig. 13 (2)-(b)), the upper bound on £; in (87) is

achieved by plo) = xl(ol and pgll) = 0.

A A
» X

> X

Figure 13: Illustration of ul%)(x) and ul(1 () for Case 1 with 2 < i

_”z —Hy

In summary, we obtain

+
1 1
pl(o) = [$l(o)] g pl(l) = 0. (92)
The Lagrange parameter \ needs to be chosen to satisfy the power constraint

> lpo+pul+ > po< P (93)
leA leAe
According to Lemma 2, if the condition Ry; (]_9(1)) < Ry (]_3(1)) is satisfied, then the optimal

Case 2: We need to find p® € P that maximizes voRo2(p) + 71 Ri(p). If p@ satisfies
Ro1 (p®) > Roz (p®), then the optimal p* = p®.

The Lagrangian is given by

L= Z[%log< >+£log(1+pl1>—%1g<l+]ﬂ>}
4 P ,LL V2
leA l+ 2 l 2 l
(94)
p
+Z%10g (1+£) —A Z[plo +p11]+zp10]

le Ac leA le Ac

where )\ is a Lagrange multiplier.
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For [ € A° it is easy to see that

(2) — < ,70 o 2>+ 95
Po=\oxm2 ~ ") - (95)
Forl € A, pl(g) and pl(lz ) need to maximize the following L;

Yo Pio 4! yUA 4! Pu
L, =—1 1 —1 14+— | — =1 1+-—= ] =X
' Og( Ufm)* 2 Og( U%) 2 Og( Uf) o)

P11+Pio P11
:/ ul(g)(x)dx+/ ul(f)(x)dx (96)
pu1 0

< [ (wax {0 0)}) "do

where

@y _ 0 L
o () 2In207 +

@) = 50 (s~ ) .
2In2 \ i+ v +x
We define xl(g) to be the root of ul(g) () =0 and %(12) to be the root of ul(f)(x) =0, i.e.,
oo
98
xﬁ):%\/(vf—m (= 52 ) = 5 +08) "
It is clear that ul(g) (x) and ul(f) (x) intersect only once at
ol = 0 — i) — (99)

7o
Following steps similar to those in Case 1, we obtain the following pl(g) and pl(g) that achieve

the upper bound on £; in (96) and hence maximize L;.

2
R AU
(1) If W e e Ty i positive,

2 2 N1t 2 . 2 21"
I S 1

2
Y1 15 . 2) . .
(2) If = < 77z 1.6, Ty, 1S Zero or negative,

2 T 2
pl(O) = [xl(o)] ) pl(l) =0. (101)
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The Lagrange parameter \ needs to be chosen to satisfy the power constraint. According

to Lemma 2, if the condition Ry (p®) > Rgs (p'?) is satisfied, then the optimal p* = p®.

Case 3: We need to find p!® € P that maximizes vy (aRo1(p) + @Roz(p)) + 1R (p) for
a given 0 < o < 1. We then choose « to satisfy R01(1_)("‘)) = Ry (g(a)). According to Lemma

2, if we have not found the optimal p* in Cases 1 and 2, such an o must exist.

The Lagrangian is given by

Dio Yoo Dio
L= lo + lo<+ )
;[ g( u?ﬂm) 2 U T
a1 b a1 b
=1 1+—= | — =1 14+ —= 102
s (128) - e (1422 102

+Z{%l®g<l ZZO)+—1 (1+pl0)}—A[Z[PZOJFPH]*'ZPZO

leAc l Vi leA leAe

where A is a Lagrange multiplier.

For [ € A, it is clear that p( ®) i either the root of the following equation

Yoo 1 Yo 1
=\ 103
2In2pf+x 2217+ (103)
(o)

if the root is positive, or zero. Hence p,,” is given by
+
(o) _ 1\/<2_ 2 o >2 200 2 _1(2 2 N ) 104
Pio <2 W gon) P ame ™ ) g i g (104)

For [ € A, pl(g ) and pl(f‘ ) need to maximize the following £

Yo Dio Yol Pio 96! P
Li=—log |1+ >+ lo (1—1— )—l——lo <1+—)
T e ( (i + pun 2 vi + i 2 I

_ log (1 + @) — Mpiwo + 1)

2 Vi

Pi11+P1o (@) Pi1 (@) (105)
:/ g (x)d:z:+/ w,’ (z)dx

pi1 0
< /OO (max {u(a)(.r) ul® (x)})+dx
> 10 1

0

where
(@ _ 0 Q a Y
wy () o109 (N? g + 0 +x) 06)

« 71 1 1
“l(l)(l‘): 2 T2 —A
2In2 \yj+z vi+x
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We define z” to be the largest root of u\e)(z) = 0 and z!? to be the largest root of

ul(f) (x) =0, ie.,

(a)zl\/<2_ 2_ 0 )2 20% o 2_1(2 2 o )
o =\ grax) tama W M) — g v gy ay

) 5 . (107)
(o) 71
T = 5\/(%2 — u7) (V? —u + Am) — 5 1)
It is clear that ul(g‘ ) () and ul(la ) (z) intersect only once at
« a! _
o) = S = i) = (oo + ) (108)
Following the similar steps to those in Case 1, we obtain
" avi+au? . (a) .
(1) If o> —V%_“?l , l.e., z;.  is positive,
« « [e% + (0% . (03 (63 +
)~ =0T, 9 = foin {2 )] ()
n avitau? . (a) - .
(2) If < —V%_M?l , l.e., z;" is negative or zero,
[0 [0 + [0
pl(O) - |:Il(0)i| ) pl(1) = 0. (110)

The Lagrange parameter \ needs to be chosen to satisfy the power constraint. We finally

choose « to satisfy Ry, (]_J(C“)) = Ry (Q(a)). Then p* = ]_J(a).
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