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Abstract

The secrecy capacity of the multi-antenna wiretap channel was recently characterized in-
dependently by Khisti and Wornell [1] and Oggier and Hassibi [2] using a Sato-like argument
and matrix analysis tools. This note presents an alternative characterization of the secrecy
capacity of the multi-antenna wiretap channel using a channel enhancement argument. This
characterization is by nature information rather than matrix theoretic, and is directly built on
the physical intuition regarding to the optimal transmission strategy in this communication
scenario. A secure V-BLAST transmission and receiver architecture is proposed to achieve the
secrecy capacity of the multi-antenna wiretap channel.

1 Introduction

Consider a multi-antenna wiretap channel with n; transmit antennas and n, and n, receive antennas
at the legitimate recipient and the eavesdropper, respectively:

y.[m] = H,x[m]+ w,.[m)] (1)
yelm] = H.x[m]+ w.[m]

where H,, € R"*™ and H, € R"*™ are the channel gain matrices associated with the legitimate
recipient and the eavesdropper. The channel gain matrices H, and H, are assumed to be fixed
during the entire transmission and are known to all three terminals. The additive noise w,[m| and
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w,[m] are zero-mean i.i.d. Gaussian vectors with unit variance and are independent across the time
index m. The channel input satisfies a total power constraint

LS It < &)

The secrecy capacity is defined as the maximum rate of communication such that the information
can be decoded arbitrarily reliably at the legitimate recipient, but cannot be inferred at any positive
rate at the eavesdropper [3, 4].

For a discrete memoryless wiretap channel P(Y;, Y.|X), a single-letter expression for the secrecy
capacity was obtained by Csiszar and Kérner [4] and can be written as

Cs = max {I[(U;Y,) - I(U;Y, 3
max {1(UY,) ~ 1(U3Y))) ®)
where U is an auxiliary random variable over a certain alphabet that satisfies the Markov relation
U—-X — (Y,,Y.). Moreover, (3) extends to continuous alphabet cases with power constraint, so
the problem of characterizing the secrecy capacity of the multi-antenna wiretap channel reduces to
evaluating (3) for the specific channel model (1).

Note that evaluating (3) involves solving a functional, possibly nonconvexr optimization prob-
lem. Solving optimization problems of this type usually requires nontrivial techniques and strong
inequalities. Indeed, for the single-antenna case (n; = n, = n. = 1), the capacity expression (3)
was successfully evaluated by Leung and Hellman [5] using a result of Wyner [3] on the degraded
wiretap channel and the celebrated entropy-power inequality [6, Cha. 16.7]. (Alternatively, it can
also be evaluated using Wyner’s result [3] and a classical result from estimation theory via a rela-
tionship between mutual information and minimum mean-squared error estimation (MMSE) [7].)
Unfortunately, the same approach does not extend to the multi-antenna case, as the latter, in its
general form, belongs to the class of nondegraded wiretap channels. The problem of characterizing
the secrecy capacity of the multi-antenna wiretap channel remained open until the recent work of
Khisti and Wornell [1] and Oggier and Hassibi [2]. The special case of n, = n, = 2, n, = 1 was
independently settled by Shafiee et al. [8].

In their respective work, Khisti and Wornell [1] and Oggier and Hassibi [2] followed an indirect
approach to evaluate the capacity expression (3) for the multi-antenna wiretap channel. Key to
their evaluations is the following genie-aided upper bound:

IU;Y,) = 1(U;Y.) < I(U;Y,,Ye) = I(U; Ye) (4)
= I(X;Y,,Ye) = I(X;Ye) = [I(X; Y, Ye|U) = I(X; Ye|U)] (5)
< (XY, Ye) = 1(X5Y2) (6)
= I(X;Y|Ye) (7)



where (5) follows from the Markov chain U — X — (Y, Y.), and (6) follows from the trivial inequality
I(X;Y,, Y |U) > I(X;Y.|U). Khisti and Wornell [1] and Oggier and Hassibi [2] further noticed
that the original objective of optimization I(U;Y,) — I(U;Y,) depends on the channel transition
probability P(Y;, Y| X) only through the marginals P(Y,|X) and P(Y,|X), whereas the upper bound
I(X;Y,]Y.) does depend on the joint conditional P(Y;,Y.|X). A good upper bound on the secrecy
capacity is thus contrived as:

Cy <  min max I(X;Y/|Y)) (8)

P(Y},Y!|X)eD P(X)
where D is a set of joint conditionals P(Y Y/|X) satisfying
P(Y/IX) = P(Y;|X) and  P(Y|X) = P(Yc|X). (9)

The upper bound in (8) has a specific physical meaning: it is the secrecy capacity of the wiretap
channel P(Y, Y/|X) where the legitimate recipient has access to both Y and Y/, minimized over
the worst cooperation between the legitimate recipient and the eavesdropper. In essence, this is
very similar to the Sato upper bound on the sum capacity of a general broadcast channel [9].
For an additive Gaussian P(Y,,Y/|X), Khisti and Wornell [1] and Oggier and Hassibi [2] showed
that the conditional mutual information I(X;Y)|Y/) is maximized when the channel input X is
Gaussian. Hence, for the multi-antenna wiretap channel (1) the upper bound in (8) can be written
as a matrix optimization problem. By comparing the value of the optimal Gaussian U = X for
the original optimization problem maxp x){/(U;Y;) — I(U;Y.)} with the upper bound in (8),
Khisti and Wornell [1] and Oggier and Hassibi [2] showed that the results are identical and thus
established the optimality of both matrix characterizations for the multi-antenna wiretap channel.
Operationally, Khisti and Wornell [1] and Oggier and Hassibi [2] showed that the original multi-
antenna wiretap channel has the same secrecy capacity as when the legitimate recipient has access
to both received signals and optimized over the worst cooperation between the legitimate recipient
and the eavesdropper. Considering the disparity between these two physical scenarios, this is a
rather surprising result.

The approach of Khisti and Wornell [1] and Oggier and Hassibi [2] also reminded us of the
degraded same marginals bound for the capacity region of the multi-antenna broadcast channel [10,
11]. There, the optimality of Gaussian codebooks is hard to come by, and a precise characterization
of the capacity region had to wait until the proposal of a very different approach by Weingarten
et al. [12]. Motivated by the line of work on the multi-antenna broadcast channel, in this note
we present a different approach to characterize the secrecy capacity of the multi-antenna wiretap
channel. Compared with the approach of Khisti and Wornell [1] and Oggier and Hassibi [2], our
approach is by nature information rather than matrix theoretic, and is directly built on the physical
intuition regarding to the optimal transmission strategy in this communication scenario.

After formally characterizing the secrecy capacity of the multi-antenna wiretap channel in Sec-
tion 2, a secure V-BLAST transmission and receiver architecture is proposed in Section 3, which
we show to achieve the secrecy capacity of the multi-antenna wiretap channel.



2 Capacity Characterization via a Channel Enhancement
Argument

2.1 Capacity characterization

We consider a canonical version of the channel (vector Gaussian wiretap channel)

yrlm] = x[m]+w,[m] (10)
Yelm] = X[m]+ we[m],

where x[m] is a real input vector of length ¢, and w,[m| and w.[m| are additive Gaussian noise
vectors with zero mean and covariance matrix K, and K, respectively and are independent across
the time index m. The noise covariance matrices K, and K. are assumed to be positive definite.
The channel input satisfies a power-covariance constraint

%Z (x[m]x‘[m]) < S (11)

where S is a positive semidefinite matrix of size ¢t x ¢, and “=<” represents “less or equal to” in the
positive semidefinite partial ordering between real symmetric matrices. Note that (11) is a rather
general constraint that subsumes many other constraints including total and individual per antenna
power constraints. Following [12], it can be shown that characterizing the secrecy capacity of the
general multi-antenna wiretap channel (3) can be reduced to characterizing the canonical vector
Gaussian wiretap channel (10). Without loss of generality, we shall focus on the vector Gaussian
wiretap channel (10) with power-covariance constraint (11) for the rest of the note.

We first consider the secrecy capacity of a degraded vector Gaussian wiretap channel. The result
is a natural extension of Leung and Hellman [5] for the scalar Gaussian wiretap channel.

Theorem 1: The secrecy capacity of a degraded vector Gaussian wiretap channel (10) with K, <
K. and under the power covariance constraint (11) can be written as

1 1
Cs = B logdet (I+SK; ") — 5 logdet (I+SK_."). (12)
Proof: For a degraded wiretap channel P(Y;,Y.|X), Wyner [3] showed that the secrecy capacity

is given by
I1(X;Y,)—I1(X;Y.)}. 1
m(a})({ (X;Y7) (X3 Ye)} (13)



It follows that the secrecy capacity of a degraded vector Gaussian wiretap channel (10) with K, <
K., can be written as

Cs = max  {[(X;X+W,) - I(X;X+W,)}
F(X): E[XX']<S

1 1
= max {h(X+W,)=h(X+W,)}—(=logdet K, — —logdet K. | . (14)
f(X): E[XX!]<S 2 2

For any random vector X with a covariance matrix K, < S, we have

h(X‘i‘WT) - h(X"—We) == h(X‘i‘Wr) - h(X+Wr +W)
= I(W;X+W,+W)

< —% logdet (I+ (K. — K,)(K, + K,)™") (15)

IA

1
—3 logdet (I+ (K. — K,)(S+K,)™")
1 1
=3 logdet(S + K,.) — 5 log det(S + K.)

where W ~ N(0,K, — K,) is independent of (X, W,), and (15) follows from the worst additive
noise result of Diggavi and Cover [13, Lemma I1.2]. Thus, X ~ A(0,S) is an optimal solution to
the optimization problem in (14), and we have

1 1 1 1
C, = 5 logdet(S + K,.) — 5 log det (S + Ke)} — (5 logdet K, — 5 log det Ke>
1 _ 1 _
= 3 logdet (I+SK;") — 3 logdet (I+SK_").
This completes the proof of Theorem 1. [ |

Next, we use a channel enhancement argument to lift the result of Theorem 1 to the general vec-
tor Gaussian wiretap channel. Channel enhancement argument was first introduced by Weingarten
et al. [12] to characterize the capacity region of the multi-antenna broadcast channel. Adaptations
are made here to fit our purposes. The difference between the channel enhancement argument here
and that of Weingarten et al. [12] is highlighted in Section 2.2.

Theorem 2: The secrecy capacity of a general vector Gaussian wiretap channel (10) under the
power covariance constraint (11) can be written as

0<K:=S

Cs = max {% logdet (I+K,K, ") — %log det (I + KxKe_l)} : (16)

Proof: Following [12], it can be shown that without loss of generality, we may assume that S is
(strictly) positive definite. In that case, let K be an optimal solution to the optimization problem
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in (16). By the Karush-Kuhn-Tucker condition, K must satisfy

(Ki+K)7 + My = (K +Ko)™' + M,
KM, = 0 (17)
(S-K;)M; = 0

for some positive semidefinite matrices M; and Mj. Recalling the single-letter capacity expression
(3) and letting U = X ~ N(0,K%), the secrecy capacity of a general vector Gaussian wiretap
channel (10) can be bounded from below as

1
Cy > ~logdet(I+ KK, ') — 5 logdet(I + KXK. ). (18)

| —

To prove the reverse inequality, let us define the real symmetric matrix K, by
(K:+K,)'=(K:+K,) '+ M,. (19)
Following [12, Lemmas 10], we have
0<K, = (K'+M) " <K, (20)
Moreover, by (19) and the first equation in (17), we have
(K:+K,)'=(K:+K,)' +M,. (21)

Clearly, K, < K.. Note that K, is positive definite. We may define a new wiretap channel with
legitimate recipient and eavesdropper noise covariance matrices being K, and K., respectively. By
virtue of K, < K., the new vector Gaussian wiretap channel is a degraded one. By Theorem 1, the
secrecy capacity of this channel is equal to

.1 - 1
C = 5 logdet(I + SK; ) — - logdet(I + SK_ ). (22)
Also note that

S+K)K:+K,)"' = (S—-K)K:+K,) ' +1

(S-K;

(S—K) (Ki+ Ko™ +My)) +1 (23)
(S—K))(K,+K.) ' +1 (24)
(S+ KK+ K,)™

where (23) follows (21), and (24) follows from and the third equation in (17). We thus have

1 ~ 1 1 ~ 1
) logdet(S + K,) — B logdet(S + K.) = 5 logdet(K; + K,) — B log det(K, + K.). (25)



Substituting (25) into (29), we have
- 1 - 1 1 ~ 1
C, = {5 logdet(S + K,.) — 5 log det(S + Ke)] — (5 logdet K, — 3 log det Ke>
1 1 ) 1 1
= {5 logdet(K; + K,) — 3 log det(K, + KB)] — (5 logdet K, — 3 log det Ke)
1 ~ 1
=3 logdet(I+ KIK; ") — 5 logdet(I+ KiK. ")
1 1
= log det(I + K:(K, ' +M;)) — 5108 det(I+ KK 1) (26)
1 1
= 5 logdet(I+ KK ') — 5 log det(I + KK (27)
where (26) follows from (20), and (27) follows from the second equation in (17). Note that K, < K,

c.f. (20). Since reducing the noise covariance matrix for the legitimate recipient can only increase
the secrecy capacity, we have

-1 1
C, < Cy= 3 logdet(T+ KK ) — 3 logdet(T+ KXK_*) (28)

which is the desired reverse inequality. Putting together (18) and (28) completes the proof of
Theorem 2. n

Finally, we extend the capacity result for the vector Gaussian wiretap channel to the general
multi-antenna wiretap channel. The readers are referred to [12] for a proof of the following theorem.

Theorem 3: The secrecy capacity of the multi-antenna wiretap channel (1) under the power
covariance constraint (11) can be written as

1 1
C, = max {5 log det (I +H,K,H.) — 3 log det (I + H. K, H) } . (29)

0<K:=S

2.2 Physical intuition

Our approach of characterizing the secrecy capacity of the vector Gaussian wiretap channel hinges
on the existence of an enhanced channel, which needs to satisfy:

1. it is degraded, so the secrecy capacity can be readily characterized, c.f. Theorem 1;

2. it has the same secrecy capacity as the original wiretap channel.



In the foresight, it is not entirely clear whether such an enhanced channel would always exist, letting
alone to actually construct one.

Our intuition regarding to the existence of the enhanced channel was mainly from the parallel
Gaussian wiretap channel with a total power constraint, which is a special case of the vector
Gaussian wiretap channel (10) with diagonal noise covariance matrices K, and K. In this case, it
is shown in [14, 15] that the optimal transmission strategy is to transmit independently over the
subchannels for which the received signal by the legitimate recipient is stronger than that by the
eavesdropper. Therefore, an enhanced channel can be constructed by reducing the noise variances
for the legitimate recipient in each of the subchannels to the noise variance levels of the eavesdropper.
Clearly, the enhanced channel thus constructed is a degraded parallel Gaussian wiretap channel.
Furthermore, the secrecy capacity of the enhanced channel is the same as the original channel, as the
noise variances for the legitimate recipient did not change at all for any of the “active” subchannels
while the “inactive” subchannels remained “inactive”. Therefore, at least for the special case of the
parallel Gaussian wiretap channel, the enhanced channel does always exist.

Carrying over to the general vector Gaussian wiretap channel, no information should be trans-
mitted along any direction where the eavesdropper observes a stronger signal than the legitimate
recipient. (This intuition was formally confirmed by Khisti and Wornell [1].) The effective channel
for the eavesdropper is thus a degraded version of the effective channel for the legitimate recipient.
Mathematically, however, since the optimal transmit directions are not always along the common
eigendirections of K. and K, (which may not even exist), finding an enhanced channel (by reducing
“just enough” the noise covariance matrix for the legitimate recipient) is much more involved than
in the case of the parallel Gaussian wiretap channel. Our construction in Section 2.1 was based on
the construction of the enhanced channel of Weingarten et al. [12] for the vector Gaussian broad-
cast channel (a canonical model for the multi-antenna broadcast channel). As suggested by Khisti
and Wornell [16], a related enhanced channel can be constructed by degrading the noise covariance
matrix of the eavesdropper:

(K; + Ke)il = (K:c + Ke)il - M,

thus giving [12, Lemmas 10]:
K. = (K'-M) " =K,

as compared with reducing the noise covariance matrix of the legitimate recipient in (20). The
fact that the vector Gaussian wiretap channel with legitimate and eavesdropper noise covariance
matrices K, and I~(e respectively has the same secrecy capacity as the original vector Gaussian
wiretap channel can be verified following the same footsteps as in the proof of Theorem 2.

Finally, recall that in their characterization of the capacity region of the vector Gaussian broad-
cast channel, Weingarten et al. [12] enhanced each and every channel (by reducing the corresponding
noise covariance matrices) from the transmitter to the receivers. In our argument, however, we only
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Figure 1: Transmission architecture for secure V-BLAST.

enhanced the channel for the legitimate recipient (while the channel for the eavesdropper did not
change at all). This is due to the fact that in both arguments, the enhancement a priori must
increase the capacity (secrecy or regular) of the channel. (Otherwise, both arguments would break
down.) Whereas reducing the noise covariances will benefit all the receivers and hence improve
the capacity of the vector Gaussian broadcast channel, reducing the noise covariance matrix of the
eavesdropper may compromise the security of the transmission scheme and hence lower the secrecy
capacity of the vector Gaussian wiretap channel. This is a key difference between the channel
enhancement argument here and that of Weingarten et al. [12] for the vector Gaussian broadcast
channel.

3 The Secure V-BLAST Architecture

The result of Theorem 3 motivates the secure V-BLAST architecture as shown in Figure 1 (transmis-
sion) and Figure 2 (receiver), which is a natural extension of the well-known V-BLAST architecture
[17, Cha. 8.1] for the multi-antenna channel without the secrecy constraint. The performance of
this architecture can be analyzed as follows.

Let the optimal covariance matrix in (29)
K! = Qdiag{P,..., P, } Q'

where Q is an orthogonal matrix, and let X ~ N (0, P), k = 1,...,ng, be n; independent Gaussian



MMSE > Decoder 1 > W1
receiver 1
Subtract - MMSE —— Decoder2 ————» W2
&1 [m} receiver 2

yr[m]

L’ Subtract MMSE

Zi[m], ..., &n,—1[m] receiver n,

Decoder ny = Wh,

Figure 2: Receiver architecture for secure V-BLAST.

variables. The covariance matrix of the random vector
X=QI[Xy,... ,Xnt]t.

is equal to K¥. The k-th message W, is encoded using a secure Gaussian code [5] with power Py
and rate

R, = I(Xk;YraXla---vkal)_I(XMYeaXla--'anfl)
= I(Xk;YT|X1,...,Xk_1)—](Xk;Ye|X1,...,Xk_1)

where the second equality follows from the mutual independence of X;. Note that such codes are
secure with respect to the wiretap channel with (Y,, X1,..., X;_1) at the legitimate recipient and
(Ye, X1,...,Xk_1) at the eavesdropper. We thus have

I(Wlm YZ, X{la cee 7XI?—1) < neg

for large enough n, where Y denotes (Y,.[1],...,Y.[n]) and so on. By the chain rule of mutual
information, the sum rate of this scheme is equal to

e

R = Y [I(Xu Y, X1, Xpor) = I(Xi Yo X0, X))

k=1

= (X1 X Y) = I(X1, .., X0y Y

= [(Xer) - ](Xa Ye) (30)
1 1

= S logdet (I+H,K;H}) — - logdet (I+ HK;H.) (31)

where (30) follows from the fact that Q is nonsingular, and (31) follows from the fact that the
covariance matrix of X is equal to K¥ by construction. The security of the scheme can be verified
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as follows:

(Wi, Wi Y2 = D I(Wi Y2 W, W)

k=1

IN

ZI(Wk;ngXILa s 7XIZL—1’W17 SRR kal)
k=1

= D I(Wi Y2 Wi, ... Wiy, X7, X ) (32)

k=1

= ) I(Wi YPIXT, ... X)) (33)

k=1
nt

< ng €k
k=1

where (32) follows from the conditional independence of Wy and (X7, ..., X7 ;) given (Wy, ..., Wi_1),
and (33) follows from the Markov chains (Wi, ..., Wy_1) — (X7, ..., X7 ;) — Y2. The optimality of
the MMSE filters at the legitimate recipient follows from the standard sufficient statistic argument.
Thus, the secure V-BLAST architecture achieves the secrecy capacity of the multi-antenna wiretap
channel.
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