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Abstract

We analyze the exact exponential decay rate of the expected amount of information leaked to the wiretapper in
Wyner’s wiretap channel setting using wiretap channel codes constructed from both i.i.d. and constant-composition
random codes. Our analysis for those sampled from i.i.d. random coding ensemble shows that the previously-known
achievable secrecy exponent using this ensemble is indeed the exact exponent for an average code in the ensemble.
Furthermore, our analysis on wiretap channel codes constructed from the ensemble of constant-composition random
codes, leads to an exponent which, in addition to being the exact exponent for an average code, is larger than the
achievable secrecy exponent that has been established so far in the literature for this ensemble (which in turn was
known to be smaller than that achievable by wiretap channel codes sampled from i.i.d. random coding ensemble).
We also show examples where the exact secrecy exponent for the wiretap channel codes constructed from random

constant-composition codes is larger than that of those constructed from i.i.d. random codes.
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I. INTRODUCTION

The problem of communication in presence of an eavesdropper wiretapping the signals sent to the legitimate
receiver (see Figure [I) was first studied by Wyner [I]] and later, in a broader context, by Csiszdr and Korner
[2]], where it was shown (among others) that as long as the eavesdropper’s channel is weaker than that of the
legitimate receiver, reliable and secure communication at positive rates is feasible. More precisely, it was shown
that, given any distribution on the common input alphabet of the channels, Px, for which the mutual information
developed across the legitimate receiver’s channel is higher than that developed across the wiretapper’s channel, that

is, [(X;Y) > I(X; Z), with (X,Y,Z) ~ Px(z)Wwm(y|lx)Wg(z|z) (where X, Y, and Z represent the common
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